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About this guide

VPN (Virtual Private Network) refers to two different equipment (a computer and
firewall) with VPN link capability which can form a secure tunnel over the internet. In
the tunnel initiator (server), A user’s private data is encapsulated and encrypted, and
then transmitted on the internet; in the receiver side (client), the received data is
unpacked and decrypted. VPN services are installed with Windows 2000/2003. This
manual is based on the installed VPN service, named Routing and Remote Access.
You can find this service from Start—Program—Administrative Tools—Service.
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Chapter 1: Routing & Remote Access

From Start—Program—Administrative Tools—Routing and Remote Access, please
open the Routing and Remote Access panel. Right-Click on “Routing and Remote
Access” on the left-side of the panel, please select “add server’” to add a VPN
server.

5 Routing and Remote Access =10 x|

Ele Action diew Help

& = @2

Routing and Remote Access
-
Welcome to Routing and Remote Access

Routing and Remote Access provides secure remote access to
private networls,

Use Routing and remote access to configure the following:
* A secure connection between two private netwarks,

= A Virtual Private Metwork {WPN) gateway.

= A Dial-up remote access server,

= Network address translation {NAT).

+ LaN routing.

+ & basic firewall,

To add a Routing and Remote Access server, on the Action menu,
click Add Server,

Faor more information about setting up Routing and Remote Access
server, deployment scenarios, and troubleshooting, see Help.

Done
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Right click on the added server, and select “Configure and Enable Routing and
Remote Access”. If the Windows Firewall/Internet Connection Sharing (ICS) service
is enabled, the Routing and Remote Access service cannot be enabled, and an ICS
service warning message will appear. Disable the ICS service and redo the above
operation. After turning on Routing and Remote Access, the following configuration
wizard will appear.

Routing and Remote Access Server Setup Wizard

Configuration o
You can enable any of the follawing combinations of zervices, of you can &J

customize this server.

& Remote access [dial-up or YPNE
Allows remote clients to connect bo this server through either a dial-up connection or a
secure Yirtual Private Hetwork, [VPM] Intemet connection.

" Metwork address translation [NAT)
Allows internal clients to connect to the Intermet using one public IP address.

© Vitual Private Metwork [¥PN] access and NAT
Allow remote clients to connect to this server through the Internet and local clients to
connect bo the Intermet using a single public P address.

™ Secure connection between two private networks
Cannect thiz network, ba & remaote netwark, such as a branch office.

¢~ Custom configuration
Select any combination of the featurez avalable in Routing and Remote Access,

Far more information about these options. see Bouting and Remate Access Help.

< Back I Mest > I Catcel
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Select Remote access (dial-up or VPN) and click next to get into the next page.

Routing and Remote Access Server Setup Wizard

Remote Access
You can set up this server to receive both dislup and VPN connections.

o

I WPh
AYWPM server [also called 2 W¥PM gateway] can receive connections from
remate clients through the Internet.

[ Dialup

A dislup remote access server can receive connections directly from
remote clients through dial-up media, such az a modem,

< Back I et > |

Cancel

Finish VPN installation. The next step is configuration.

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote
Access Server Setup Wizard

You have successfully completed the Routing and Remm
Aocess Server Setup Wizard,

Summary:

ote

VPN clients connect to the following public interface:
‘wireless Metwark Connection 7

WM clients are azsigned the following network for
addressing: 1394 Connection 4.

Client connections are accepted and authenticated
uzing: remote access policies for this server.

Before clients can connect, user accounts must be add
locally or thraugh Active Directom. For mare infarmation
uger accounts, see Houting and Hemote Sccess Held

To cloze thiz wizard, click Finish.

[

ed
about

< Back I Firizh I

Cancel
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Using a static
address pool
will reduce
the time to
resolve an IP
address, and
will increase
network
speed

Chapter 2: Environment configuration

Right-click on the directory tree in the server name, select property and switch to the
IP address tab.

SECU-CA {local) Properties 2=

Generall Secuity  IP |F'F'F' I Lu:uggingl

v Allow IP-based remote access and demand-dial connections

—IP addrezz aszignment
Thiz zerver can aszign |IP addreszes by uzsing:

" Dynamic Host Configuration Protocol ([DHCP)
™ Static address pool

From | To | MHurmber | IP f—'-.u:lu:lre...l b azk. |

sad. |0 Ede | [ Bemoe |

¥ Enable broadcast name resalution

kK I Cancel Spply

If the connection is broadband routing, it is not necessary to modify the
configurations in this page.
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Chapter 3: VPN Server with UniOTP

After building a VPN Server successfully, open the Start—program—administrative
Tools and open the Routing and Remote Access control panel.

& Routing and Remote Access ol x|

Eile  Action iew Help

= |[m| 2

Routing and Remote Access

2) SECU-CA (loca) Welcome to Routing and Remote Access i

Routing and Remote Access provides secure remote access to
private networks,

Use Routing and remote access to configure the following:
+ A secure connection between twa private networks,

+ & Virtual Private Network {YPN) gateway.

+ 4 Dial-up remote access server,

+ Network address translation (NAT).

* LAN routing.

+ & basic firewall.

To add a Routing and Rermote Access server, on the Action menu,
click Add Server,

For more information about setting up Routing and Remote Access
server, deployment scenarios, and troubleshoating, see Help,

[pane [

Right-click on SECU-CA (local) and select property

2 Routing and Remote Access =101 x|

File  Action Wiew Help

= | BE@E xR @ E

-_E__‘ Routing and Remoke Access SECU-CA (local)

Server Status
s

Configure and Enable Routing and Remote Access ccess Is

Disable Routing and Remote Access rver

all Tasks b U_nfigured using the Routing and
R izard. To make changes to the

Wi y f itemn in the console tree, and then

= priies.

Delete Hing up a Routing and Remote

Refresh and troubleshooting, see Routing

Properties

Help

|

|Done ‘ |

Select security tab, and in the authentication provider (H) list, select “Radius
authentication”. The “Configure” button will now become available as the following
picture shows.
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SECU-CA {local) Properties e |

General Secuity [ IP | PPP | Logaing |

The authentication provider validates credentialz for remote access clents

and demand-dial routers.
Canfigure. .. |

Authentication provider:

BADILS Authentication

Authentication Methods. .

The accounting provider maintaing a log of connection requests and
ZESEI0NE,

Accounting provider:

Windows dccounting j [Lanfigure... |

The custom IPSec policy specifies a pre-shared key for L2TP connections.
The Routing and Remaote Access service should be started to et this
aptian.

[~ Allow cuzstam IPSec palicy for L2TP connection

Fre-shared Few:

kK I Cancel Apply

Please click on the “Configure” button to configure the Radius authentication server.
The configuration panel appears.

RADIUS Authentication e

The following BADIIS zerverz are quenied in order from the highest to the
lowest zoore.

Server | Initial Score |

fad. | Edi. || Bemove |

k. I Cancel |

Click on “Add” button to add a Radius authentication server.
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In the following configuration panel, fill the UniOTP authentication server address in

Server name.
Server name: ||
Secret: Change... |

Time-out [zeconds]:

Initial score:

(78] o
(]
D 4|

Part: 1812

[ Always use message authenticator

QE. I Cancel

Click on “Change” to change the Radius communication shared key. As with the
following picture, please configure the communication shared key

Ixxxx

MHew zecret;

. nyx
Confirm new secrek: I 1

k. I Caricel

Click on “OK” and the following content should appear indicating a Radius
authentication server has been added. Click on “OK” to exit authentication server
configuration.
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RADIUS Authentication

The fallowing R&DIUS servers are quenied in order fram the highest to the
lowest zoore.

Server | Initial Scare |
192 168.1.225 an

Add. Edi. || Bemowe |

2=

] | Cancel |

Click on “Authentication Methods” button, as in the following picture:

SECU-CA (local) Propetties e |

General Security | IP I FPF I Lnggingl

The authentication provider walidates credentialz for remote access clents
ahd dernand-dial routers.

Authentication provider:

RADIUS Authentication j Configure... |

The accounting provider maintaing a log of connection requests and
FEZIIONE.

Accounting provider:

Windows Accounting j Configure... |

The custom IPSec palicy specifies a pre-shared key far L2TP connechions.
The Routing and Remote Access service should be started to et this
option.,

[~ Allow custom IPSec palicy for L2TP connection

Pre-shared ke

k. Cancel Apply
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Please note:
“MS CHAP
v2”, “MS-
CHAP” and
“SPAP”
authentication
methods are
not
supported.

In the “Authentication Methods” control panel select “Extensible authentication
protocol (EAP)”, “Encrypted authentication (CHAP)” and “Unencrypted password
(PAP)”.

After configuration, click on OK —Apply and exit the control panel.

Authentication Methods e

The zerver authenticates remate systems by using the selected methods in
the order shown belowe,

v Estenzible authentication protocal [E2P)

EAP Methods. ..

[ Microzoft encrypted authertication version 2 [M5-CHAP »2
[ Microsoft encrypted authertication [MS5-CHAR)

v Encrypted authentication [CHAP]

[ Shiva Password Authentication Protacal [SPAP]

v Unencypted password [FAP]

IIhauthenticated access

[ Allow remote systems to connect without authentication

o]

Cancel

To enable new configurations, restart VPN server.

& Routing and Remote Access ol x|
Eile  Acktion Miew Help

-0 A@EXERE 2 E

-_ﬂ‘ Routing and Rercote Access SECU-CA (local)

- Server Status I—‘
* [ ST r
Configure and Enable Routing and Remote Access nd Remote Access

rovides secure remote access to

Disable Routing and Remote Access

All Tasks Shart .
& the following:
. Stop
Wiew % Pause networks,
Delete Resumme
Refresh Restart
Properties (NAT).
Help

To add a Routing and Remote Access server, on the Action menu,
click Add Server,

For more information about setting up Ruutinge Access

server, deployment scenarios, and troubleshodtmgyseeHelp,

L

(Contains actions that can be performed on the item,
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Chapter 4: Add VPN client

Right click on the Network icon to open network connection control panel.

= Network Connections |Z|\E|E|

Ele Edt Wew Favorites Tools Advanced  Help o
€] ) (T Do [ roders | [T

iaddress | & Metwork Connections V‘ Go

| LAN or High-Speed Internet

Network Tasks

™ Local Area Connection
connsction T/ Mware Actelerated AMD PCH. ..

% Setup a home or smal

office network

Change Windows
Firewall settings

See Also

i) Metwork
v Troubleshoater

Other Places

B Contral Panel

\'d My Metwork Places

(L) My Dacuments

g My Computer =

Details eI

Clicking on “Create a new connection”, a set up window will pop up.

New Connection Wizard

Hetwork Connection Type
What do pou want to da?

") Connect to the Internet
Connect to the Internet so you can browse the Web and read email.

(%) Connect to the network at my workplace

Connect to a buzsiness netwark [using dialup or WPN] so you can wark from home,
a field office, or anather location.

() Set up a home or small office network
Connect to an existing home or small office network or set up a new one.

(") Set up an advanced connection

Connect directly to another computer using wour sernial, parallel, or infrared part, or
zet up this computer so that other computers can connect to it

[ < Back ” et » ]’ Cancel ]

Select “Connect to the network at my workplace”, and then click “Next”
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New Connection Wizard

Network Connection
How do you want to connect to the network, at wour workplace?

Create the following connection:

") Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital
Metwork [|1SDM] phone line.

©¥irtual Private Network connection:

Connect to the nebwork, using a virbual private network, [WVPH] connection over the
Intemet.

[ ¢ Back ” Mest » l[ Cancel ]

Select “Virtual Private Network connection”, and then click on “Next”

New Connection Wizard l

VPN Server Selection
What is the name or address of the VPN server?

Tupe the host name or Internet Protacol (IF) address of the computer ta which you are
connecting,

Hiost hame or IP address [for example, microsoft.com or 157.54.0.1 J:

192168.1.122

’ < Back " st > ]’ Cancel

Enter the VPN name or IP address, and click on “Next”.
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New Connection Wizard
VPN Server Selection
“What iz the name or addresz of the VPH server?

Type the host name or Intemet Protocol [IP) address of the computer to which pou are
connecting.

Host name or IP address (for example, microsoft.com or 157.54.001 ]

192168.1.122

[ < Back " h et > ][ Caricel ]

You can choose “Add a shortcut to this connection to my desktop” in the following
window and click “Finish”.

Mew Connection Wizard

Completing the New Connection
@ Wizard

You have successfully completed the steps needed to
create the following connection:

SecuTech Solution Inc.
* Share with all users of thiz computer

The connection will be saved in the Metbwork,
Connections falder.

‘ Add a shortout to this connection to my deskbop ‘

To create the connection and cloge this wizard, click Finish.

[ < Back “ Finizh l’ Cancel

After configuration, a window will appear.
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Connect SecuTech Solution Inc.

Uzer name: ||

Pazsword:

[]5ave this user name and password for the following users:

ke anly

Arwone who uzes thiz computer

[ Connect H Cancel H Properties H Help ]

If you have added a VPN access user, and bound this user to a dynamic token, you
can use that dynamic password and PIN (if OTP+PIN authentication method has
been selected) to connect to the VPN. When following this manual, a Guest account
has been added to VPN Server and to the UniOTP dynamic password
authentication system, therefore Guest and OTP + PIN (for Guest account the
authentication method is OTP + PIN) need to be filled into this window. Please Click
“Connect”
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Connect SecuTech Solution Inc.

Liser name: | Guest |

Password: I““““"“i ‘

[] Save this user name and password for the following users:

.~"_'-r'|j.'-2-|'::'.- who uzes this c arnpLker

i Connect I[ Cancel ][ Froperties ][ Help J

The following error may happen:

Error Connecting to SecuTech Solution Inc.

12 Yeiifying username and password.,,

Emor 747: The local computer does not support the required data
enciyphon lype.

| Redial = 46 || Cancel || Moelnio |

To solve this error, please click “Properties”
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Connect SecuTech Solution Inc.

Uzer name:; | Guest |

P azzwornd: | |

[ ] 5ave this uzer name and passward for the fallowing users:

b e anly

Arpone who uzes thiz computer

[ Connect ][ Cancel ] Froperties [ Help ]

Unselect “Require data encryption”—click on “OK”, and click “Connect” to start
connection again.

& Seculech Solution Inc. Properties

| General || I:Ipticuns| Security | Metworking || .ﬁ.dvanced|

Securnty options
(%) Typical recommended settings]

Walidate my identity az follows:

| Require secured password w

utomatically uze my Windows logon name an
Automaticall Wind I d
pazzword [and domain if any)

[ ] Require data encrpption [dizconnect if none]

() Advanced [custom settings]

Ilzing thesze settings requires a knowledae

aof gecurnty protocolz. Settings...

IPSec Settings...

[ OF. ] [ Cancel
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After connecting to VPN server successfully, on the lower right corner of the screen,
the following information will appear indicating that the configuration of VPN with
UniOTP authentication has been completed successfully.

jr} SecuTech Solution Inc. is now connected

Click. here Far rare infarmation, .
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Chapter 5: Appendix

5.1 Common errors in VPN clients connect to server:

Error

Code

800

Reason

Unable to establish the VPN connection. The VPN server may be un-
reachable, or security parameters may not be configured properly for this
connection

619

In most cases, it is caused by that the NAT-T function used for client to
connect to internet is turned off or bad VPN support that does not support
NAT-T in GRE and PPTP protocol. To solve this problem, you can turn on
the gateway’s NAT-T. If this error happens frequently, please change the
gateway equipment.

721

In most cases, this problem is caused by client system. If users are using
Windows XP SP2, this problem may happens, and you can solve it
through modifying registry:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Class\{4D36E972-
E325-11CE-BFC1-08002bE10318}\<000x>. <000x> is the network
adapter of the Satellite WAN port (PPTP) driver. In this key, create a new
DWORD value, name ValidataAddress and value 0. If the configuration of
the PPP protocol on the server is not correct, it will cause this problem as
well.

718

Wrong user name or password when dial-up, or authentication service
errors occur on authentication server.

734

Mostly it is caused by VPN configuration problem, such like PPP
configuration, unsupported or bad supported MPPE.
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